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SC150-EN ISMS Auditor/Lead Auditor ISO/IEC 27001:2022 (IRCA
2575)

Kurzbeschreibung:

Participants in the course "Information Security Management Systems Auditor/Lead Auditor" learn effective
auditing to ensure that the security guidelines for the company and its customers are conscientiously followed
according to the standards of ISO 27001:2022.

The workshop SC150 ISMS Auditor/Lead Auditor ISO 27001:2022 (IRCA 2575) consists of a combination of
instruction, group work, and role play.

The course is conducted in German, with English materials and an English examination.

The approximately 2-hour examination, which consists of both multiple-choice questions and personal
explanations, takes place on the last day.

IRCA Training Organization ID: 01200306
IRCA Course ID: 2575
IRCA Course Code: PR373: ISMS ISO/IEC 27001:2022 Lead Auditor

Examination Duration:
Native Speaker: 1.45 hours
Non-Native Speaker: 2.15 hours

Zielgruppe:
The courses SC150 ISMS Auditor/Lead Auditor ISO 27001:2022 (IRCA 2575) are addressed to all those who

e want to establish a formal information security management system in compliance with ISO 27001:2022
e want to expand their knowledge and skills as auditors

e want to provide consulting services for ISO 27001:2022 certifications as consultants

e are professionally active in the field of IT and quality management

Voraussetzungen:

If you wish to successfully complete the course SC150 ISMS Auditor/Lead Auditor ISO 27001:2022 (IRCA
2575), you should have a solid command of information security tools. Extensive knowledge in the areas of
information security (e.g., necessities, responsibilities, management commitment, risk assessment, incident
management) and management system processes (PDCA), as well as in-depth knowledge of standards
(requirements from ISO 27001/2, terminology & definitions ISO 27000) are essential to keep up with the
learning pace and course content.

To prepare for the training, we recommend attending the following courses in advance:

practical understandlng of ISMS implementation)



https://members.quality.org/quality/atp_Profile.aspx?ID=01200306
https://www.qskills.de/qs/workshops/security/sc100grundlagencybersecurity/
https://www.qskills.de/qs/workshops/security/sc120isms-implementierunggemaessisoiec27001-2022/
https://www.qskills.de/qs/workshops/governance/sc185praxisumsetzungderiso2700127002/

e Optional, if you are considering a role as an internal auditor: SC135 Internal Auditor

e Optional, if you are aiming for a role as an auditor in the KRITIS sector: SC160 Additional Audit
Procedure Competence for § 8a BSIG (Critical Infrastructure) Considering NIS2

e Optional, if you want to work in companies requiring BSI Basic Protection: SC550 BSI IT Basic
Protection Practitioner

Failure to meet the course prerequisites may negatively impact continuous assessment.

Passing the continuous assessment is a prerequisite for the successful completion of the course. The final
written exam may also include questions on individual requirements of ISO 27001 or questions on prerequisite
knowledge.

If you are unsure whether you meet the requirements, please contact us before registration.

If you are unsure whether an in-person or online course is better suited for you, you can find a description of
our course formats here. The technical requirements for an online course can be found here.

Please note that the use of a webcam is required by IRCA for online courses.
To participate in the exam, you need a photo ID for identity verification, such as an identity card, passport, or
driver's license.

Sonstiges:

Dauer: 5 Tage

Preis: 2950 Euro plus Mwst.

Ziele:

Effective auditing determines the success of information security management systems: This makes auditing a
challenge that combines complex issues with a high level of responsibility.

The five-day intensive course SC150 ISMS Auditor/Lead Auditor ISO 27001:2022 (IRCA 2575) prepares
participants for qualification as an ISO 27001:2022 Auditor/Lead Auditor and trains them in conducting audits
for a certification body.



https://www.qskills.de/qs/workshops/security/sc135internerauditor/
https://www.qskills.de/qs/workshops/governance/sc160zusaetzlichepruefverfahrenskompetenzfuer%C2%A78absig-kritis-unterberuecksichtigungvonnis2/
https://www.qskills.de/qs/workshops/governance/sc160zusaetzlichepruefverfahrenskompetenzfuer%C2%A78absig-kritis-unterberuecksichtigungvonnis2/
https://www.qskills.de/qs/workshops/security/sc550bsiit-grundschutz-praktiker/
https://www.qskills.de/qs/workshops/security/sc550bsiit-grundschutz-praktiker/
https://www.qskills.de/unternehmen/teilnehmerInfos.php/schulungsformatschulungsformate
https://www.qskills.de/unternehmen/teilnehmerInfos.php/onlineTrainings
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Inhalte/Agenda:

¢ I1SO 270XX series

+ Information security management according to ISO/IEC 27001
+ The importance of information security

+ Assessment of vulnerabilities and security risks

+ Management of security risks

+ Selection of control mechanisms

+ Establishment of an information security management system (ISMS)
+ 1SO 27001:2022 auditing

+ Methods for ISO 27001:2022 auditing

+ Leading an ISO 27001:2022 audit team

+ Interview strategies

+ Examination
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